Safeguarding Air Force Resources through

Process-Based Knowledge Management

By Paul C. Hession

T

he U.S. Air Force financial management community is responsible for the payment processing of billions of dollars annually for goods, services, and wages. The Self-Inspection Program, in which financial management organizations complete a comprehensive set of checklist questions twice annually, is an integral part of internal controls to ensure all payments are proper and legal. To establish more effective internal controls, the Air Force Accounting and Finance Office (AFAFO) decided to implement a Web-based knowledge management system that provides access to knowledge specifically related to self-inspection procedures.

Strengthening internal controls requires knowledge 

A number of factors can contribute to improper expenditures. While fraud, waste, and abuse are sometimes the cause, improper payments can also result from system glitches, inaccurate data, and human error. Based on previous audit reports, which revealed inadequate internal controls as the primary cause of improper payments, the Air Force recognized the need for more effective procedures. 

As a result, AFAFO convened a task force to establish effective internal controls by strength-ening the Self-Inspection Program. The task force combined their talents and experience to recreate the Self-Inspection Program as a Web-based multimedia product that uses flowcharting to identify internal control “chokepoints” and critical work processes. Fraud prevention experts have indicated that the best means to identify internal control points in an organization is to flowchart the tasks, then step back and determine which tasks are critical to effective internal controls. The AFAFO chose Intergraph Government Solutions to help develop and deploy the Web-based knowledge management system.

“Many financial managers viewed bi-annual self inspections as a necessary evil. It was an arduous task to give them the attention they required. Every major command had its own approach. We saw technology as the driver for streamlining and standardizing the process, developing better checklist questions, and ultimately setting better internal controls. With a Web-based system, we could exploit current technology and use our existing infrastructure,” said Major Joseph L. Garcia, quality assurance analyst at AFAFO.

Challenges facing knowledge management

Knowledge management is the process of delivering all task-relevant knowledge to the user’s desktop on demand to improve decision-making, communication, and collaboration. As such, it faces significant obstacles to fulfill its potential as a practical business solution.

Conventional knowledge management models depict a continuous cycle of creation, capture, organization, and access. Someone creates know-ledge assets – paper, e-mail, video, audio, etc., captures them in a digital format, organizes them in files, and provides access to other users. Tradition-ally, most knowledge management solutions have focused on capturing data or providing cross-platform access. A major obstacle remains in organizing data to allow users to find the precise information they need, down to the paragraph or phrase level. Successful knowledge management requires a meaningful classification of information.
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A related problem is delivering knowledge in a way that facilitates its application. Knowledge is useful only when it results in action – the appli-cation of concepts to familiar and unfamiliar situations. In the case of AFAFO, simply answering the checklist questions is not enough to prevent fraud. Financial managers must apply the concepts to their jobs. Most knowledge management systems focus only on delivery, not application. Without proper context, knowledge is not relevant to the user.
Other reasons knowledge management systems fail are the capability to share information, lack of a common language or format, and organizational knowledge loss. When organizations lose key employees possessing knowledge or fail to capture and share that information, they are unable to benefit from the existing knowledge base. Only a consistent system that reinforces concepts continuously in a practical format and allows easier data capture and sharing enables organizations to overcome these obstacles.
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A process-based knowledge management system

Intergraph Government Solutions is approaching AFAFO’s need for improved internal controls through a process-based knowledge management system. Instead of merely posting the hundreds of checklist questions on the Web, the system organizes the questions around the actual procedures the finance management organizations perform. The system architecture links the checklist questions to the related part of their workflow diagram and provides governing regulatory references, back-ground data, and past internal control failures pertinent to that activity. 

The system utilizes common Web and relational database management technologies. Technicians and supervisors answer checklist questions online, and the system transfers the results to a database, which subsequently compiles the data into reports for higher management such as AFAFO and Major Commands. The database also contains other references, which the Internet makes widely available. The database indexes, searches, and updates the data according to defined rules. All of the technologies are commercially available and low-cost. What makes the system unique is that it is process-based.
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By organizing the system around internal control processes, AFAFO eliminates many of the problems related to knowledge management. The process becomes the organizing principle – 

the common language – of the system, making it easier to locate specific data. Because the data relates to the process, it has immediate usability, allowing financial officers to apply the knowledge to their situation. Using the Web to access data makes questionnaire results immediately available for analysis and allows users to train and retrain more easily, actually reducing knowledge loss by providing a continuous learning environment.
Streamlined internal 

control practices

The project has already attained many positive results. Instead of multiple checklists, there is one Air Force-wide checklist that is easily distributed and accessed by multiple users over the Web. Through defining the processes for the flow chart, AFAFO was able to identify internal control points, streamline the checklist questions from 1000 to around 250, and standardize the self-inspection program. The process-based system lets AFAFO more easily capture and use the data.
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“With a manual system, we could do little with the foot-high stack of paperwork that resulted from the checklist questions,” Garcia says. “Now, the Web-based system acts as a continuity book and training tool, and we have used the data to stress fraud prevention. On an executive level, the system’s roll-up capabilities and instant reporting finally make it possible for the Air Force to get a larger view of controls. They can easily focus on checklist responses to create new programs or change regulation to better suit field circumstances. Once we capture the data, it has many uses.”


Paul C. Hession is program manager for Knowledge Management/Distance Learning at Intergraph Government Solutions. Contact Paul Hession. (256) 730-1854; Fax: -8227; E-mail: pchessio@ingr.com

An edited version of this article appears in the July/august 2000 issue of The Military Engineer. For more information, please visit http://www.same.org.

Process-based knowledge management helps marry knowledge acquisition with knowledge application and organization.





The AFAFO system organizes knowledge for each processing center at the financial management organizations, allowing users to drill down to view data related to their specific tasks.





For each step in the workflow diagram (left), processing center personnel can review definitions, read pertinent narratives of failure, link to documentation, and answer the AFAFO checklist questions (right).
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